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Abstract—Cloud computing has emerged as a transformative model for delivering IT services, offering scalable, flexible, and cost-
efficient access to computing resources over the internet. It is structured around three primary service models—Infrastructure as a
Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS)—which delineate varying levels of user control and
provider responsibility. Deployment models, including public, private, hybrid, and community clouds, further define ownership,
access, and operational scope. Key stakeholders in the cloud ecosystem include service providers, consumers, and intermediaries such
as brokers. However, the adoption of cloud technologies introduces significant challenges, particularly in areas of security, privacy,
and trust. Threats such as data breaches, insecure APIs, insider risks, and multi-tenancy vulnerabilities compromise cloud integrity,
while issues like data ownership, cross-border data flow, and regulatory compliance raise privacy concerns. Trust in cloud
environments hinges on transparency, robust service-level agreements (SLAs), auditability, and third-party certifications like ISO
27001 and SOC 2. Addressing these challenges is essential for ensuring secure, privacy-compliant, and trustworthy cloud services
that can support mission-critical applications across sectors.
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1. INTRODUCTION

Cloud computing has emerged as one of the most
transformative paradigms in modern information technology,
providing scalable, flexible, and cost-effective computing
resources through the Internet. Organizations and individuals
increasingly rely on cloud services for data storage,
processing, and application deployment due to their
advantages, including on-demand resource provisioning,
virtualization, rapid elasticity, and reduced infrastructure
management costs[1]. The widespread adoption of cloud
computing has accelerated digital transformation across
various sectors, including healthcare, finance, education,
manufacturing, and government services. However, as critical
data and services are increasingly outsourced to cloud
environments, concerns regarding security, privacy, and trust
have become significant challenges that must be addressed to
ensure reliable and secure cloud operations.

The distributed and multi-tenant nature of cloud
environments introduces numerous security risks, including
unauthorized access, data breaches, insider threats, malware
attacks, denial-of-service attacks, and vulnerabilities arising
from shared infrastructures. Unlike traditional centralized
systems, cloud platforms involve complex interactions among
users, service providers, and third-party entities, thereby
expanding the attack surface and increasing the difficulty of
maintaining data confidentiality, integrity, and availability.
Consequently, researchers and practitioners have proposed
various  security —mechanisms, including encryption
techniques, access control models, authentication protocols,
intrusion detection systems, and Al-driven threat detection
frameworks to strengthen cloud security and mitigate
evolving cyber threats. Alongside security, privacy protection
has become a critical concern due to the large volume of
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sensitive and personal information stored and processed in
cloud infrastructures. Data often traverses multiple
geographical regions and jurisdictions, creating challenges
related to regulatory compliance, data sovereignty, and user
consent management. Regulations such as the General Data
Protection Regulation (GDPR) and other privacy frameworks
have increased the need for privacy-preserving techniques,
including anonymization, secure multi-party computation,
differential privacy, federated learning, and privacy-aware
data management strategies. These approaches aim to ensure
that cloud services can effectively utilize data while protecting
user privacy and maintaining compliance with legal and
ethical requirements[2].

Trust represents another fundamental pillar of cloud
computing and serves as a critical factor influencing user
adoption and acceptance of cloud services[3]. Trust
encompasses confidence in the cloud provider's ability to
deliver secure, reliable, transparent, and accountable services
while safeguarding user data and maintaining service
availability. Establishing trust requires effective mechanisms
for risk assessment, reputation management, service-level
agreement  enforcement, transparency, explainability,
auditing, and compliance verification. As cloud ecosystems
continue to expand and involve multiple stakeholders, trust
management frameworks play an increasingly important role
in fostering confidence among users and service providers[4]

Furthermore, the integration of emerging technologies
such as the Internet of Things (IoT), Artificial Intelligence
(Al), big data analytics, edge computing, and fog computing
has significantly enhanced the capabilities of cloud
environments while simultaneously introducing new security,
privacy, and trust challenges[5]. The massive volume of
interconnected  devices, real-time data  processing



https://saanvipublications.com/journals/index.php/jgrms/index

Dr N. Jain, Journal of Global Research in Multidisciplinary Studies (JGRMS, 2 (6), June, 2026, 1-8)

requirements, and intelligent decision-making systems
demand advanced protection mechanisms capable of
addressing sophisticated threats and ensuring trustworthy
service delivery[6][7]. Recent research has therefore focused
on developing intelligent, adaptive, and privacy-preserving
solutions that strengthen the resilience and dependability of
cloud-based systems. In light of these developments, a
comprehensive understanding of security, privacy, and trust
techniques is essential for the design and deployment of secure
cloud infrastructures. This survey presents an integrated
review of existing approaches, frameworks, and emerging
solutions aimed at addressing these interconnected challenges.
By examining current advancements, identifying research
gaps, and highlighting future directions, this study provides a
comprehensive perspective on the evolving landscape of
security, privacy, and trust in cloud computing[8].

A. Structure of the paper

This paper is organized as follows: Section II Overview of
Cloud Computing. Section III Security challenges in cloud
computing. Section IV. Privacy Concerns in the cloud
computing. Section V Trust in Cloud Environments. Section
VI  literature of Review and Describe table. Section VII
Conclusions.

II. FOUNDATIONS OF CLOUD COMPUTING: ARCHITECTURE,
SERVICE MODELS, AND ECOSYSTEM

The rapid advancement of digital technologies has
transformed cloud computing into a fundamental platform for
delivering computing resources and services over the Internet.
By providing on-demand access to shared resources such as
computing power, storage, networking, and software
applications, cloud computing enables organizations to
improve operational efficiency while reducing infrastructure
costs. Its ability to support scalability, flexibility, and
ubiquitous access has encouraged widespread adoption across
diverse sectors, including healthcare, education, finance,
manufacturing, and government services[9].

2. Overview of Cloud Computing
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Fig. 1. Cloud Computing Services

As cloud environments continue to evolve, understanding
their architectural foundations and operational ecosystems
becomes essential for examining the security, privacy, and
trust challenges associated with cloud-based services. Fig. 1
presents an overview of the cloud computing ecosystem.

A. Architectural Characteristics of Cloud Computing

Modern cloud platforms operate through a layered
architecture  that integrates physical infrastructure,
virtualization technologies, resource management systems,
and service delivery mechanisms. This architecture enables
efficient utilization of computing resources by dynamically
allocating workloads according to user demands. Several
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defining characteristics contribute to the effectiveness of
cloud computing, including on-demand self-service, broad
network access, resource pooling, rapid elasticity, and
measured service. While these characteristics provide
significant operational advantages, they also introduce
concerns related to data protection, access control, service
reliability, and regulatory compliance, making security and
trust critical considerations within cloud environments.

B. Service Delivery Paradigms

Different levels of abstraction are provided through cloud
service models, allowing organizations to select services
according to their technical and operational requirements.
These models define the distribution of responsibilities
between cloud service providers and cloud consumers. Fig. 2
illustrates the major cloud service models.
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Fig. 2. Cloud Service

1) Infrastructure as a Service (laaS)

IaaS provides fundamental computing resources such as
virtual machines, storage, and networking. Users manage the
operating systems, applications, and data, while the provider
manages the underlying infrastructure[10]. Popular examples
include Amazon EC2, Google Compute Engine, and
Microsoft Azure VMs.

2) Platform as a Service (PaaS):

PaaS offers a development and deployment environment
that abstracts the infrastructure layer. Developers can build,
test, and deploy applications without worrying about server
management or system updates. Examples include Google
App Engine, Microsoft Azure App Service, and Heroku.

3) Software as a Service (SaaS):

SaaS delivers software applications over the internet,
typically on a subscription basis. Users access these
applications via a browser, while the provider handles
everything from infrastructure to application logic and data
management. Examples include Google Workspace,
Microsoft 365, and Salesforce.

C. Cloud Deployment Models (Public, Private, Hybrid,
Community)

Ownership, accessibility, and management
responsibilities vary according to cloud deployment models.
These deployment strategies enable organizations to balance
performance, cost, security, and compliance requirements
based on their operational objectives. Fig. 6 presents the
primary cloud deployment models[11].
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1) Public

Services are offered over the internet and available to the
general public or large industry groups. These are owned and
operated by third-party providers (e.g., AWS, Google Cloud).
Public clouds are cost-effective but pose concerns over data
residency, privacy, and multi-tenancy[12].

2) Private

Infrastructure is exclusively operated for a single
organization, either internally or by a third party. It offers
greater control and security, making it suitable for regulated
industries or sensitive workloads, though it comes with higher
costs.

3) Hybrid

Combines public and private clouds, enabling data and
application portability. This model allows organizations to use
public clouds for less-sensitive tasks while keeping critical
functions on private infrastructure.

4) Community

Shared by several organizations with common interests or
requirements (e.g., regulatory compliance). It supports
collaborative efforts in specific sectors such as healthcare,
finance, or government.

D. Key Stakeholders in Cloud Environments

Effective cloud operations depend on collaboration
among several entities that collectively contribute to service
delivery, governance, and security management[13]. Each
participant plays a distinct role in maintaining the
functionality and trustworthiness of cloud environments. Fig.
7 presents the major stakeholders involved in the cloud
ecosystem.
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Fig. 4. Stakeholders in Cloud Environment

1) Cloud Service Providers (CSPs):

Entities that offer cloud-based services, infrastructure, or
platforms. They are responsible for physical security,
network infrastructure, and often parts of data management
depending on the service model.

2) Cloud Consumers/Clients:

Individuals or organizations that use cloud services. They
are responsible for application-level security, data integrity,
and access management—especially in IaaS and PaaS
contexts.

3) Cloud Brokers

Intermediaries that enhance service delivery by managing
relationships between providers and consumers. They may
offer value-added services such as integration, customization,
or compliance support.
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4) Cloud Auditors

Independent assessment of cloud services, security
controls, and regulatory compliance is conducted by cloud
auditors.  Their  evaluations enhance transparency,
accountability, and confidence among stakeholders, thereby
contributing to trust establishment within cloud environments.

5) Cloud Carriers

Communication networks and connectivity services are
supplied by cloud carriers, enabling reliable access to cloud
resources. Service quality, network performance, and secure
data transmission largely depend on the effectiveness of
carrier operations.

III. SECURITY CHALLENGES IN CLOUD COMPUTING

Cloud computing has revolutionized how organizations
manage and deploy their IT resources, offering scalability,
flexibility, and cost efficiency. However, alongside these
advantages come significant security challenges that must be
addressed to protect sensitive data and maintain trust. This
section outlines key security challenges that are pervasive in
cloud environments.Fig.8

Cloud security challenges
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Fig. 5. Cloud Security challenges

A. Threat Landscape

The cloud threat landscape is broad and continuously
evolving, encompassing a variety of actors and attack vectors.
Threats range from opportunistic attacks by individual
hackers to highly organized campaigns by nation-states.
Attackers exploit vulnerabilities in cloud infrastructure[14],
software, and human factors to gain unauthorized access or
disrupt services. The dynamic, multi-tenant nature of cloud
environments expands the attack surface, requiring constant
vigilance and adaptive security measures.

B. Data Breaches and Insider Threats:

Data breaches remain one of the most critical risks in cloud
computing. Unauthorized access to sensitive data can result
from external attacks or negligent configurations. Insider
threats, whether malicious or accidental, pose an equally
serious concern[15]. Employees, contractors, or cloud service
providers with elevated access privileges can intentionally or
unintentionally expose or misuse data. The lack of direct
control over cloud infrastructure complicates detection and
response to these incidents[16].

C. Vulnerabilities in APIs and Management Interfaces:

Cloud services rely heavily on Application Programming
Interfaces (APIs) to enable integration, automation, and user
interaction[17]. These APIs and web interfaces become
prime targets for attackers[18]. Vulnerabilities such as
insufficient authentication, improper access controls, and
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lack of encryption can be exploited to compromise cloud
services. Securing APIs through rigorous design, testing[19],
and continuous monitoring is crucial to maintaining the
integrity and confidentiality of cloud resources.

D. Risks Associated with Virtualization and Multi-Tenancy:

Virtualization is the foundation of cloud infrastructure,
allowing multiple tenants to share physical resources.
However, this multi-tenancy introduces unique security
risks[20]. Vulnerabilities in hypervisors or virtual machines
can lead to cross-tenant attacks, where a malicious tenant
gains access to other tenants’ data or resources. Ensuring
strong isolation between virtual machines and implementing
robust access controls are essential to mitigate these risks.

E. Denial of Service (DoS) and Distributed DoS Attacks:

Denial of Service (DoS) attacks aim to disrupt cloud
service availability by overwhelming resources with
excessive requests. Distributed Denial of Service (DDoS)
attacks, leveraging a network of compromised devices,
amplify this threat significantly[21][22]. Cloud services,
especially public-facing ones, are attractive targets for these
attacks due to their broad accessibility and critical roles.
Implementing scalable mitigation strategies, such as traffic
filtering, rate limiting, and leveraging cloud provider DDoS
protection services, is vital for maintaining service
continuity.

F. Cloud Misconfiguration and Access Control Weaknesses

Improper configuration of cloud resources remains a
major cause of security incidents and data exposure.
Misconfigured storage services, overly permissive access
policies, unsecured databases, and incorrect network settings
can unintentionally expose sensitive information to
unauthorized users. The complexity of cloud environments
often increases the likelihood of configuration errors,
highlighting the importance of automated security
assessments, configuration management tools, and regular
auditing procedures to identify and remediate vulnerabilities.

G. Advanced Persistent Threats and Emerging Cyber Risks

Sophisticated attackers increasingly employ Advanced
Persistent Threats (APTs) to infiltrate cloud environments and
maintain long-term unauthorized access. These attacks
typically involve multiple stages, including reconnaissance,
initial compromise, lateral movement, and data exfiltration.
Furthermore, emerging technologies and increasingly
complex cloud ecosystems continue to introduce new attack
vectors and security challenges[23]. Detecting and mitigating
such threats requires advanced monitoring systems, threat
intelligence integration, and proactive incident response
strategies.

H. Security Challenges under the Shared Responsibility
Model

Cloud security operates under a shared responsibility
model in which security obligations are divided between cloud
service providers and cloud consumers. While providers are
generally responsible for securing the underlying
infrastructure, customers remain accountable for protecting
applications, user identities, configurations, and data.
Misunderstandings regarding these responsibilities can create
security gaps and increase organizational risk. Establishing
clear security policies, governance frameworks, and
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compliance procedures is therefore essential for ensuring
comprehensive protection across cloud environments.

1) Privacy Concerns in the Cloud

The increasing adoption of cloud computing has
introduced significant privacy concerns due to third-party data
management, shared infrastructures, and geographically
distributed storage systems. Unlike traditional environments,
cloud platforms involve multiple stakeholders and complex
data processing activities, making privacy protection a critical
requirement. Ensuring proper data governance, regulatory
compliance, and user control over personal information is
essential for maintaining confidence in cloud services.

I Data Ownership and User Consent:

Control over cloud-hosted information remains a
significant privacy concern because data is stored and
processed by third-party cloud service providers (CSPs).
Although users and organizations retain ownership of their
data, CSPs often manage storage, processing, and
maintenance activities. This separation may create
uncertainty regarding data access, usage rights, and
accountability.

e Data Ownership: Determining ownership rights over
cloud-stored data can be challenging due to the
involvement of multiple stakeholders. Service-level
agreements (SLAs) must clearly define responsibilities
related to data access, processing, sharing, and
protection to avoid disputes and ensure accountability.

e User Consent: Privacy protection requires
organizations to obtain informed and explicit consent
from users before collecting, processing, or sharing
personal information. Transparent consent
mechanisms help users understand how their data will
be utilized and support compliance with privacy
regulations such as GDPR.

J. Data Localization and Jurisdictional Issues:

Cloud data is frequently distributed across multiple data
centres located in different countries and regions. As a result,
information may become subject to diverse legal and
regulatory frameworks, creating challenges related to data
sovereignty and cross-border data transfers. Many
governments require sensitive or critical information to
remain within national boundaries, making compliance with
localization requirements an important consideration for
cloud service adoption.

K. Anonymization and Data Minimization:

Organizations employ privacy-preserving techniques to
reduce the exposure of sensitive information and strengthen
regulatory compliance.

e Anonymization: Removing or modifying personally
identifiable information (PII) so that individuals
cannot be identified.

e Data minimization: Collecting and storing only the
minimum amount of data necessary for the intended
purpose.

L. GDPR, HIPAA, and Other Compliance Challenges:

¢ GDPR (EU): Emphasizes data subject rights, consent,
breach notification, and cross-border transfer
restrictions.
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e HIPAA (US): Applies to healthcare data, requiring
safeguards like encryption and access controls.

e CCPA (California), PDPA (Singapore): and others
impose varying degrees of control over data use and
retention.

IV. TRUST IN CLOUD ENVIRONMENTS

Trust is a fundamental factor influencing the adoption and
continued use of cloud computing services. Since cloud users
entrust their data, applications, and business operations to
third-party providers, confidence in the reliability, security,
and integrity of cloud services becomes essential. Unlike
traditional computing environments, cloud systems operate
through shared infrastructures and remote management,
making trust a multidimensional concept that encompasses
technical, organizational, and regulatory aspects.

A. Defining Trust in Cloud Context:

Trust in cloud computing refers to the user's confidence
that the cloud provider will behave as expected in terms of
data security, service availability, compliance, and ethical
responsibility.[24]. Unlike traditional IT systems, the cloud
environment introduces abstraction and shared control,
making trust more complex and multi-dimensional. Trust is
both subjective (based on perception and experience) and
objective (measurable through evidence like certifications
and service guarantees).

B. Factors Affecting Trust (Transparency, SLA,
Auditability):

Several factors contribute to establishing and maintaining
trust within cloud environments. Table I summarizes the
major factors affecting trust.

TABLE I. DESCRIBE THE FACTORS AFFECTING TRUST

Factor Description Impact on Example
Trust

Transparency | The clarity with | Builds user | Public
which cloud | confidence by | incident
providers disclose | reducing reports, data
policies, uncertainty handling
procedures,  and policies
events

SLA (Service | A formal | Ensures 99.9% uptime

Level agreement accountability SLA for

Agreement) defining and measurable | cloud storage

performance and
uptime guarantees

expectations

Auditability The ability to | Provides Logs, third-
verify and inspect | evidence of | party audits,
system operations | compliance and | SOC 2 or ISO
and data handling | operational 27001

integrity certification
reports

C. Trust Models and Evaluation Metrics:

Trust assessment in cloud environments is commonly
performed through various trust models and evaluation
mechanisms. These approaches help users and organizations
determine the reliability and trustworthiness of cloud services.

e Reputation-Based Trust: Evaluates trust using
historical performance records, customer feedback,
and service reputation.

e Behaviour-Based Trust: Assesses trust based on
observed provider behaviour, policy compliance, and
service reliability over time.
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o Risk-Based Trust: Considers security risks,
vulnerabilities, and potential threats associated with
cloud services.

e Multi-Criteria Trust Models: Combine multiple
factors such as security, privacy, availability,
compliance, and reputation to generate comprehensive
trust scores.

D. Role of Certification and Third-Party Assurance:

Formal certifications and third-party assessments play a
vital role in establishing trust by demonstrating compliance
with recognized standards and best practices:

e ISO/IEC 27001: Validates the implementation of
information security management systems.

e SOC Reports: Provide independent assessments of
security, availability, processing integrity,
confidentiality, and privacy controls.

e CSA STAR Certification: Evaluates cloud-specific
security and transparency practices.

o Regulatory Compliance Audits: Verify adherence to
legal and industry-specific requirements.

E. Relationship Between Trust, Security, and Privacy

Trust in cloud computing is closely connected to security
and privacy. Effective security mechanisms protect data and
services from threats, while privacy-preserving practices
ensure responsible handling of sensitive information.
Together, these measures enhance transparency,
accountability, and user confidence. Consequently, trust can
be viewed as an outcome of robust security controls, strong
privacy protections, regulatory compliance, and reliable
service delivery within cloud environments.

V. LITERATURE REVIEW

The reviewed literature highlights the growing importance
of security, privacy, and trust in cloud computing. Existing
studies focus on cloud security frameworks, risk assessment
models, privacy-preserving techniques such as federated
learning and differential privacy, and trust-enhancing
mechanisms. However, challenges including evolving cyber
threats, data protection, regulatory compliance, and adaptive
trust management remain significant research concerns.

Ali, Al-Khalidi and Al-Zaidi (2026) Cloud computing
faces more security threats, requiring better security measures.
This paper examines the various classification and
categorization schemes for cloud computing security issues,
including the widely known CIA trinity (confidentiality,
integrity, and availability), by considering critical aspects of
the cloud, such as service models, deployment models, and
involved parties. A comprehensive comparison of cloud
security classifications constructs an exhaustive taxonomy.
ISO27005, NIST SP 800-30, CRAMM, CORAS, OCTAVE
Allegro, and COBIT 5 are rigorously compared based on their
applicability, adaptability, and suitability within a cloud-based
hosting methodology. The findings of this research
recommend OCTAVE Allegro as the preferred cloud hosting
paradigm [25].

Rahdar et al. (2025) The increasing need to process large,
high-dimensional datasets and the substantial computational
power required have made the use of distributed cloud servers
essential. These servers provide cost-effective solutions that
make storage and computing accessible to ordinary users.
However, they might face significant vulnerabilities,
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including data leakage, metadata spoofing, insecure
programming interfaces, malicious insiders, and denial of
service. To gain public trust in distributed computing,
addressing concerns related to privacy and security while
ensuring high performance and efficiency is crucial.
Multiparty computation, differential privacy, trusted
execution environments, and federated learning are the four
major approaches developed to address these issues. This
survey paper reviews and compares these four approaches
based on a structured framework, by highlighting recent top-
tier research papers published in prestigious journals and
conferences. Particular attention is given to progress in
federated learning, which trains a model across multiple
devices without sharing the actual data, keeping data private
and secure [26].

Kawalkar and Bhoyar (2024) gain public trust in
distributed computing, addressing concerns related to privacy
and security while ensuring high performance and efficiency
is crucial. Multiparty computation, differential privacy,
trusted execution environments, and federated learning are the
four major approaches developed to address these issues. This
survey paper reviews and compares these four approaches
based on a structured framework, by highlighting recent top-
tier research papers published in prestigious journals and
conferences. Particular attention is given to progress in
federated learning, which trains a model across multiple
devices without sharing the actual data, keeping data private
and secure. The survey also highlights federated learning
techniques, including secure federated learning, by detecting
malicious updates and privacy-preserving federated learning
via data encryption, data perturbation, and anonymization, as
new paradigms for building responsible computing systems
[27]

Chauhan and Shiaeles (2023) rapidly growing use of cloud
computing raises security concerns. This study paper seeks to
examine cloud security frameworks, addressing cloud-
associated issues and suggesting solutions. This research
provides greater knowledge of the various frameworks,
assisting in making educated decisions about selecting and
implementing suitable security measures for cloud-based
systems. The study begins with introducing cloud technology,
its issues and frameworks to secure infrastructure, and an
examination of the various cloud security frameworks
available in the industry. A full comparison is performed to
assess the framework’s focus, scope, approach, strength,
limitations, implementation steps and tools required in the
implementation process. The frameworks focused on in the
paper are COBITS, NIST (National Institute of Standards and
Technology), ISO (International  Organization for
Standardization), CSA (Cloud Security) Later, the study digs
into identifying and analyzing prevalent cloud security issues.
This contains attack vectors that are inherent in cloud
environments [28]

Soveizi, Turkmen and Karastoyanova (2023) the number
of data-intensive and compute-intensive applications like
business and scientific workflows has dramatically increased,
which made cloud computing more popular because of its
ability to deliver a large number of computing resources on
demand. Security is a critical issue affecting the wide adoption
of cloud technologies, especially for workflows that deal
mostly with sensitive data and tasks. In this paper, we carry
out a review of the state-of-the-art on how security and
privacy concerns in scientific and business workflows in cloud
environments are being addressed and identify the limitations
and gaps in the current body of knowledge in this area. In this
extensive literature review, we first present the state-of-the-art
security solutions organized according to the phases of the
workflow life cycle they target for both business and scientific
workflows. The analysis shows that most of the existing
literature focuses on the modelling and execution phases,
while the monitoring and adaptation phases are not covered
adequately by a scarce amount of publications thus leaving a
huge gap in the body of knowledge relevant to detection,
prevention of and reaction to security violations in cloud-
based workflows. [29]

Janet Julia Ang’udi (2023) The security issues
surrounding cloud computing, a quickly developing
technology that is now essential to both personal and business
computing, are thoroughly examined in this study. Cloud
computing presents serious security risks that require careful
attention, despite its many advantages such as scalability,
cost-effectiveness, and flexibility. In-depth discussions of a
number of important security topics are covered in this paper,
including network security, access control, data breaches,
legal and regulatory framework compliance, and new threats
and vulnerabilities. The paper illuminates the complexities of
data and application security in the cloud environment by
thoroughly examining these subjects. The study intends to
offer insightful analyses of security challenges with practical
implications by examining these cases and providing lessons
learned from incidents that have happened in various cloud
computing scenarios. Our comprehension of the complex
nature of security threats and the tactics used to counter and
mitigate them is improved by looking closely at these cases.
Cloud environments may be able to improve their security
posture against new and sophisticated threats by utilizing the
powers of Al and machine learning [30]

Table II presents a comparative analysis of recent cloud
computing research, highlighting advances in security
frameworks, privacy-preserving techniques, trust
management, and risk assessment. The studies collectively
address evolving cyber threats, data protection challenges,
regulatory compliance, and the need for secure and
trustworthy cloud environments.

TABLE 2 COMPARATIVE ANALYSIS OF CLOUD SECURITY RESEARCH ON LITERATURE REVIEW

Reference Focus Area Key Findings Challenges Key Contribution
[25] Cloud Security | Developed a comprehensive | Selecting  suitable  security | Recommended OCTAVE Allegro as
Classification and | taxonomy of cloud security issues | frameworks for dynamic cloud | an effective risk assessment model for
Risk Assessment and compared major risk assessment | environments. cloud hosting.
frameworks.
[26] Privacy-Preserving Reviewed multiparty computation, | Balancing privacy, security, | Provided a structured comparison of
Distributed Cloud | differential privacy, trusted | trust, and computational | privacy-preserving techniques and
Computing execution  environments, and | efficiency. highlighted federated learning
federated learning. advancements.
© JGRMS 2026, All Rights Reserved 6
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[27] Privacy and Trust in | Examined secure federated learning, | Detecting malicious updates | Identified federated learning as a
Distributed encryption, anonymization, and | while maintaining privacy and | promising approach for trustworthy
Computing privacy-preserving mechanisms. model performance. cloud-based systems.
[28] Cloud Security | Compared COBITS, NIST, ISO, and | Addressing evolving cloud | Offered a detailed evaluation of major
Frameworks CSA security frameworks for cloud | threats and selecting appropriate | cloud security frameworks and
environments. security controls. mitigation strategies.
[29] Security and Privacy | Analyzed security solutions across | Limited research on monitoring, | Identified research gaps in workflow
in Cloud Workflows workflow life-cycle phases in cloud | adaptation, and response to | security and privacy management.
environments. security violations.
[30] Cloud Security | Discussed network security, access | Managing sophisticated and | Provided a comprehensive overview of
Challenges and | control, compliance, data breaches, | evolving cloud security threats. | cloud security issues and future Al-
Emerging Threats and Al-driven protection. based security solutions.

VI. CONCLUSION AND FUTURE WORK

Cloud computing is an integral part of the technology that
helps provide scalable, flexible and affordable computing
resources over a wide range of application areas. However,
cloud environments still have many security, privacy, and
trust-related issues. This survey covered the architectural
underpinning of cloud computing, service and deployment
models, key security issues, privacy issues, and trust
establishment. A literature review found that significant
advances have been made with the use of security
frameworks, privacy-preserving techniques, risk assessment
models, federated learning, and compliance-based methods.
But a number of problems have not yet been solved, such as
data breaches, insider threats, insecure interfaces, multi-
tenancy risks, compliance problems, and the building of
trustworthy cloud services. The analysis also shows that
security, privacy, and trust are closely coupled and cannot be
solved by stand-alone solutions, but by integrated ones.

Future research is needed to build a single framework that
can meet the security and privacy needs and trust in a cloud
environment. There are a number of areas of interest that
require more attention, such as Al-driven threat detection,
explainable and trustworthy Al, adaptive trust management
systems, and privacy-preserving machine learning techniques.
Moreover, new concepts like edge computing, Internet of
Things (IoT), trust mechanisms based on blockchain
technology, and zero-trust architectures have shown potential
to improve the resilience, transparency, and reliability of
future cloud computing networks.
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