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Abstract—A new paradigm in information and communication technology, the Internet of Things (IoT) allows for the interconnection
of previously siloed systems in many different fields, including transportation, healthcare, industry, and even the environment.
Despite its potential, IoT development faces significant challenges, including architectural heterogeneity, interoperability constraints,
data management complexity, and security vulnerabilities. This survey presents a structured overview of IoT architectures, focusing
on layered system models that incorporate edge, fog, and cloud computing to optimize scalability, energy efficiency, and Quality of
Service (QoS). It examines communication protocols and IoT platforms, emphasizing their role in achieving device interoperability
and robust data exchange. Middleware and application frameworks are highlighted as critical enablers, bridging device-level
interactions with application-layer functionalities while ensuring data processing, security, and privacy. A comprehensive literature
review synthesizes recent advancements in IoT middleware design, platform evaluation, multi-protocol integration, and lightweight
cryptography, identifying prevailing gaps such as the absence of standardized frameworks and persistent security concerns. The
survey underscores the necessity for unified middleware standards, standardized platform evaluation methodologies, and resour ce-
efficient security mechanisms. Future research directions include real-world implementation of sustainable architectures, enhanced
protocol flexibility, and advanced privacy-preserving solutions to enable resilient, scalable, and secure IoT ecosystems.

Keywords—Internet of Things (IoT), IoT Architecture, IoT Platforms, Middleware, LPWAN, Communication Protocols, Advantages of

1oT, Sigfox, Z-wave.

1. INTRODUCTION

In an increasingly connected world, the need for
intelligent, automated, and responsive systems has become
essential to manage complex processes, optimize resource
utilization, and enhance decision-making. The Internet of
Things (IoT) responds to such requirements and provides an
opportunity to connect devices, environments, and users in
any industry and society-related practice in a matter-of-course
way.

Devices, sensors, and smart systems have created a new
paradigm resulting in the Internet of Things (IoT), where the
digital and real worlds come together [1]. It also allows
distribution of data, its processing, and communication in real-
time across infrastructures [2]. The number of use cases of [oT
applications are growing in various fields including
healthcare, manufacturing, agriculture, and city management,
which results in a growing emphasis on frameworks and
approaches that facilitate high abstraction levels of systems,
interoperability, extreme flexibility, and easy connection of
devices. The strategies are designed to address the increasing
complexity associated with IoT implementation, while also
providing organized support for managing related devices and
services.

The architectural design has a significant impact on the
structure of the IoT systems and its operation. The three
dominant parts of an Internet of Things (IoT) design include,
the sensing or hardware layer that establishes data to real
devices, the software control layer that comes in to work the
information and inject context into it, and the application layer
which facilitates domain-specific services, and User interface
[3]. All these layers are required to make loT systems reliable,
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responsive, and scalable. Raw input is offered to the sensor
layer; the decision-making is performed by the control layer
and the end-users as well as other systems receive functional
output through the application layer.

The platform that will be used to implement an Internet of
Things (IoT) has an influence on the flexibility, speed, and
scalability of an Internet of Things (IoT) system. Developers
should decide whether to work with existing platforms that
can provide all the necessary tools and a community or design
a new platform that would suit particular needs. This choice
usually depends on the availability of existing methods in
meeting technical and functional challenges of the planned
application. Where some special functionality is needed or a
requirement over domain-specific constraints [4]. Specialised
platforms are created to maximise performance and overcome
weaknesses of general-purpose ones.

A communication protocol is the key to establishing data
transmission and providing reliability in communication
between devices in the IoT-type networks on heterogeneous
platforms [5]. They are followed in multiple layers of OSI or
TCP/IP model and they come with technologies like MQTT,
CoAP, and HTTP among others [6]. Protocols describe the
way data is formatted, delivered and received, and in this way
paired devices with differing capabilities can communicate in
areliable and efficient way. They are particularly important in
managing limited resources, facilitating low-latency
communication, and ensuring the secure transfer of data.

Application frameworks in Internet of Things (IoT)
applications provide standardised interfaces, development
tools, and components for reusing in system development and
deployment. They decrease the overhead of dealing with
heterogeneous computer hardware[7], distributed computing
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platforms and high-volume data transfers. Through
abstraction and modularization, these frameworks support
application design, implementation, testing, and deployment.
A comparative analysis of existing frameworks provides
valuable insights into their capabilities, limitations, and
suitability for different application scenarios, ultimately
guiding the selection of appropriate solutions for high-quality
IoT system development.

A. Structured of the paper

The paper is organized as follows: Section II introduces
the IoT architecture and system model. Section III covers
communication protocols and IoT platforms. Section IV
discusses middleware and application frameworks. Section V
highlights key contributions from existing literature. The
paper is concluded and future work is outlined in Section VI.

II. INTERNET OF THINGS (IOT) ARCHITECTURE AND SYSTEM
MODEL

The IoT is designed to facilitate the seamless acquisition,
transmission, processing, and deployment of services through
its perception, network, middleware, and application layers,
which interoperable models back [8]. Various IoT models
operate across applications like transport, security, facility,
and medical management. Without communication between
these models [9], manual intervention would be required for
both routine and critical decisions.

A. Internet of things (IoT) Architecture

The absence of a single IoT standard has led to diverse,
hard-to-integrate technologies. Standards bodies like IEEE,
ITU-T, and oneM2M provide specifications, while industrial
IoT uses OPC UA and IloT consortium standards[10]. In
Figure 1, the present IoT design is made up of three layers: the
perception layer, the network layer, and the application layer.
Earlier IoT designs ranged from simple three-layer models to
complex multi-layer and abstract reference designs.

Application Layer

}

Network Layer

I

Perception Layer

Fig. 1. IoT architecture

e  Perception Layer: It is the physical layer in the IoT,
on which the smart objects that have the computing
capacities and sensors gather and analyze the
information about the environment[11]. These
devices are as basic as a smartphone and as
complicated as a special sensor, and are the
foundation of the systems of [oT.

e Network Layer: IoT networks allow communication
between IoT devices and guarantee a secure data
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transfer. It presents such protocols as Wi-Fi, cellular,
Bluetooth, and Zigbee, all compatible with different
requirements| 12]. The layer plays an important role in
connectivity, data exchange and service delivery
within [oT systems.

e Application Layer: The application layer is in charge
of all Internet of Things apps and serves users over
their needs [13]. It receives information at lower
levels to facilitate such areas as smart homes,
healthcare, and industrial automation.

B. System Elements of loT architecture

IoT architecture consists of data-generating devices,
intermediate nodes, and computing infrastructure, enabling
data collection, transmission, and processing. Together, they
form the core of IoT, ensuring efficient communication,
scalability, and smart decision-making across various
application environments, key elements include:

e Data-generating devices: [oT components referred
to as data-generating devices include sensors and
actuators[14] that scans real-time data of the physical
world to provide it with further processing.

o Intermediate nodes: The intermediate nodes accept
and pre-process data between the sensing devices and
the computing infrastructure[15] facilitating effective
communication within the IoT systems.

e Computing infrastructure: IoT data can be
processed, stored, and analyzed through a computing
infrastructure[16], empowering the notion of making
rational decisions and service provision.

C. Advantages of IoT systems

Everyday life is improved in several ways by the Internet
of Things.

e  Minimizing the human effort: The interconnection
and communication capabilities of IoT devices allow
for the automation of formerly manual processes,
which in turn allows us to enhance the standard of
corporate services while decreasing the amount of
time and effort required from humans.

e Save time: The time it saves is directly proportional

to the amount of work it decreases, as we've already

noted. A major benefit of an IoT platform is the time
it saves.

Improved security: The I[oT is a network of

interconnected devices that can improve security and

personal safety by allowing smarter control of homes

and communities through mobile phones [17].

Efficient resource utilization: Increased and

monitored resource utilization is made possible by the

Internet of Things (IoT), which gains insight into

device performance and operation.

e  Useful in the healthcare industry: Direct, real-time
patient treatment is superior to waiting for an
appointment with a doctor. This empowers us to
make decisions and deliver care based on solid facts.

e Use in traffic systems: The [oT enables efficient
tracking, which in turn allows for more cost-effective
delivery, asset[18], traffic, surveillance,
transportation, individual order, inventory control,
and customer management.
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III. COMMUNICATION PROTOCOLS AND INTERNET OF THINGS
PLATFORMS

The IoT communication protocols are a collection of rules
and guidelines for safely exchanging data between devices
that are part of the network. While protocols encrypt the data
being transmitted[19], platforms ensure their compatibility
with other information. The IoT platform plays a crucial role
in delivering business value by linking IoT endpoints with
applications and analytics. It serves as the core of an IoT
solution[20], enabling the data collected from devices to be
processed and effectively utilized by end users.

A. Roles of IoT Platforms

The IoT platforms are at the core of the IoT system, which
ensures connectivity, processing, and integration of devices,
and coordination of services. They provide the foundational
tools and interfaces, sourced from open or closed platforms,
enabling secure, scalable, and efficient communication
between devices, users, and enterprise systems. The platforms
also condone important operations such as device
management, data analytics[21], and system interoperability
to facilitate the applications and development of IoT systems
within organizations. There are two major types of IoT
platforms, which are as follows:

1) Closed Source Platform:

Major IT companies have developed IoT platforms as
extensions of their cloud services, typically offered as SaaS or
PaaS. Ericsson’s IoT Accelerator, based on the PaaS model,
targets business partners by offering connectivity, security,
APIs, and user management[22]. It supports REST, AMQP,
CoAP, and LWM2M protocols and integrates with enterprise
IT systems via service buses.

2) Open-Source Platform:

Open-source IoT platforms are fewer than closed-source
ones, but several notable options exist. For a deeper
comparison, the analysis extended beyond official
documentation and surveys to include source code review and
local installation on a Linux system. This enabled the
assessment of additional aspects unique to open-source
platforms [23], such as installation procedures and
documentation quality. Table I compares the closed-source
platform and the open-source platform.

TABLE I. COMPARISON OF CLOSED-SOURCE AND OPEN-SOURCE IOT

PLATFORMS
Aspect Closed Source Open Source
Ownership Prqprletary (e.g., Comrpun?ty or
Ericsson) organization-driven
Deployment SaaS/PaaS Self-hosted
Customization | Limited Highly flexible
Protocol REST, AMQP, CoAP, Varies; generally
Support LWM2M adaptable
Integration Ente.rprlse—ready via May require manual
service buses setup
Source Access Not available Fully accessible
Evaluation Feature-based Code review and real
installation
Support Vendor-backed Community-based

B. IoT Communication Protocols

Each communication protocol is elaborated upon in full
here [24]. Two prevalent categories of IoT communication
protocols are long-range wide-area networks (LPWAN) and
short-range networks (SRN), as seen in Figure 2.
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Fig. 2. IoT communication protocols

1) Low Power Wide Area Network (LPWAN)

LPWAN allows a long-range communication solution
over a network with a low-power interface and with limited
bandwidth, and is best suited to IoT environments. In this
section[25]some important technologies, such as SigFox and
cellular LPWANSs and their maturity and present challenges
are briefly discussed.

e SigFox: As an LPWAN (low-power wide-area
network) that does not have a cutoff, Sigfox can be
used for sparse Internet of Things (IoT) tasks, snap
purchases [26], scrByteArray monitoring, and other
similar applications.

e Cellular: Cellular networks support IoT, but they
were designed for high-power devices[27]. New
releases are more suitable for [oT demands.

2) Short Range Network

The IoT model is an essential element of connectivity,
allowing the communication of smart objects and the
provision of services with optimized use of low-power
networks[28]. Important protocols are 6LoWPAN, Zigbee,
Bluetooth, NFC, RFID and Z-Wave, each of which has its
applicability.

e O6LoWPAN: Designed for low-data Internet of
Things applications, the 6LoWPAN protocol enables
low-cost and low-power IPv6 communications using
the IEEE 802.15.4 [29] standard.

e  Bluetooth Low Energy: The Bluetooth SIG added to
Bluetooth 4.0, BLE[30], provides a low-power
communication protocol for IoT devices.

e ZigBee: ZigBee is an loT protocol with a maximum
range of 200 m[31] with increased security, that is,
two times the range of Bluetooth.

o Z-Wave: Z-Wave is a wireless system for home
automation that uses a dedicated radio frequency to
avoid interference [32].

¢ Radio Frequency Identification: It is some kind of
automatic identification system as it involves radio
waves to track and capture items or data [33].

e Near-Field Communication: Near-Field
Communication (NFC) is a form of short-range
wireless communication that transmits data between
proximate devices by employing radio frequency
identification (RFID) principles.

IV. INTERNET OF THINGS (I0T) MIDDLEWARE AND
APPLICATION FRAMEWORKS

Transport and logistics, healthcare, retail and supply chain,
industry, and the environment are just a few of the many areas
that have benefited from the development and implementation
of Internet of Things applications. Even though they are
everywhere, creating apps for the Internet of Things is still
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difficult and takes a lot of time. Reason being, it necessitates
handling a number of interconnected problems, such as
inadequate stakeholder roles identification and an absence of
suitable frameworks to handle the heterogeneity present in IoT
systems on a big scale [34]. Striking good programming
abstractions across many technological levels, from device
software to middleware services and end-user apps, is another
big obstacle. The development time and resources needed to
overcome these challenges cause a delay in the
implementation of IoT applications.

A. Role of Middleware

Managing data volumes is an integral part of IoT
middleware, as trillions of objects generate and exchange
hundreds of exabytes of data, leading to an “Exaflood” or
“Data deluge.” Novel methods are needed to find, fetch, and
transfer data, with challenges in querying, indexing, process
modelling, and transaction handling. Data may include
identification, positional, environmental, historical, and
descriptive information [35]. The purpose of middleware is to
facilitate and coordinate cooperative processing by providing
a software layer between application, operating system, and
network communication layers. Middleware in the [oT should
accommodate both viewpoints due to the great variety of
communication and system-level technologies [36]. Key
middleware and framework solutions are as follows.

B. Key Middleware and Framework Solutions

Middleware and framework solutions play a prominent
role in IoT by serving as mediators between devices and data.
They enable the development of scalable and efficient IoT
systems by providing support (interoperability, data
processing, security and application support) in the essential
services. Key applications of Middleware and framework
solutions are followed as:

e EdgeX Foundry: EdgeX Foundry is a microservices-
based platform that aims to simplify edge application
development by supporting container orchestrations,
such as modern container orchestration[37], that of
Kubernetes for scalable, fault-tolerant and efficient
edge gateway deployment.

e FIWARE: FIWARE, which the European
Commission has sponsored over the last several years,
has been developed via multiple projects to develop
and operate real-life pilots[38]. It is currently moving
towards business-ready deployment.

e Open IoT: The OpenloT ontology integrates sensors
and the semantic web by adding IoT/cloud integration
concepts[39] to existing sensor vocabularies concepts
(units, raw values, and spatial points of interest).

e AllJoyn: An open-source software system, the
AllJoyn framework facilitates the execution of
applications [40] (apps) across a variety of device
types.

e ToTivity: IoTivity is an open-source framework that
allows safe access and communication between and
among a variety of IoT devices and systems.

V. LITERATURE REVIEW

This literature review section presents a comprehensive
overview of recent advancements in IoT integration, platform
evaluation, architecture, and security. It synthesizes diverse
methodologies and findings, identifies key challenges, and
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outlines future research directions across multiple application
domains and sectors.

Meyo et al. (2025) propose a Sensors in [oT systems are
vital when it comes to collecting data across various
applications automatically. However, there is no standardized
software architecture for collecting and processing data from
IoT sensors, while also being able to aggregate other data
sources. This is particularly evident in the context of
managing asynchronous operations and streaming data, which
are common in sensor-based systems. To address these issues,
this paper proposes PD-Midl, a design pattern-based IoT
middleware architecture that provides not only essential data
collection, processing, and aggregation capabilities, but also
incorporates  comprehensive  security, privacy, and
anonymization features[41].

Fereira (2024) emphasizes that the IoT continues to
expand and increasingly integrate into day-to-day life,
supporting multiple applications ranging from smart homes
and smart cities to autonomous vehicles and healthcare.
Developing a sustainable IoT architecture to accommodate
advanced applications presents a global challenge. A layered
IoT architecture, encompassing edge, fog, and cloud layers,
offers a viable solution to support these varied IoT
applications. The frameworks have implemented ensure not
only energy efficiency but also adherence to the network and
application-specific QoS requirements. The proposed
frameworks implemented in an event-driven simulation
environment to validate their effectiveness in real-time
network applications[42].

Rakshe and Dongre (2024) proposed that the Internet of
Things (IoT) represents a network of distinct objects with
embedded software for exchanging transient states and data,
essential for activating actuators. To interact with a cloud
conducting big data analytics and supporting business
decisions, edge networking devices and protocols are integral.
It is very significant to ensure data privacy, trust management,
authentication and authorization in a heterogeneous
environment. Addressing the vulnerabilities at edge and cloud
service providers' sites is are critical aspect to be addressed,
which extensively details security breaches and the protective
mechanisms offered by IoT protocols[43].

Barros and Teixeira (2023) propose a Comparing loT
platforms has always been a challenge, for both academia and
industry, due to the large number of platforms that exist and
their huge heterogeneity. To address this problem, this work
presents a precise methodology to define the common
requirements that should be present in any IoT platform. After
defining these requirements, a detailed survey is carried out
among 32 specialists to prioritize these requirements,
identifying which of them are essential. As a result, among a
set of 64 mapped requirements, 26 are discussed regarding
their relevance[44].

Fan et al. (2023) suggested that as the [oT sector grows, so
does the variety of IoT devices and the protocols used to
communicate with them. The diversity of IoT devices makes
it more challenging and time-consuming to build a fully
integrated IoT platform for real-world Internet of Things
deployment implementation. Additionally, maintaining a
consistently available platform has become increasingly
difficult due to the proliferation of connected devices.
developed and deployed an IoT platform multi-protocol
access technique that addresses the present platform's
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limitations in device access by allowing users to tailor the
configuration of public and private protocols to specific
purposes [45].

Garah, Mbarek, and Kirgizov (2022) note that the
projected IoT data confidentiality is quickly becoming a key
issue, causing users to have numerous worries. An often-used
strategy for protecting sensitive information from prying eyes
is the use of cryptographic techniques. To adapt and match
the IoT device constraints of computing power and storage

capacity, lightweight cryptographic algorithms have been
designed to offer a scaled version of protection. It follows the
traditional encryption modes that are energy and time
consuming and utilise much CPU and memory [46].

Table 2 below summarizes recent literature dealing with
the issue of integration of the Internet of Things, architecture,
platforms, and security, feature major approaches and results,
in addition to major obstacles and perspectives on further
research in the different areas.

TABLE II. SUMMARY OF RECENT RESEARCH STUDIES ON IOT INTEGRATION, PLATFORMS, ARCHITECTURE, AND SECURITY

needs

advanced applications

Reference Study On Approach Key Findings Challenges Future Direction
. . Develop unified
Meyo et al., IoT sensor data De51gn of PD_.M idl . Handles asynchronous, Lack of standardized middleware standards
. architecture with security . . - . e
(2025) middleware S streaming data efficiently | software architecture with built-in privacy
& anonymization
features
' Layered ToT Event-driven simulation of Achl.eves energy Sustz‘nnable Implement and optlmlge
Fereira, (2024) . efficiency and meets QoS | architecture for real-world use cases with
architecture edge-fog-cloud models

simulation frameworks

IoT security in

Emphasizes the need for

Strengthen protocol-level

requirements

design

comparison metrics

Rakshe and edee-cloud Analysis of protocols and privacy, trust, and Edge and cloud security and privacy-
Dongre, (2024) | . £6-C°0 security mechanisms authentication in hybrid vulnerabilities ty privacy

ntegration . preserving techniques

environments
Survey of 32 experts; 26 essential requirements | Platform heterogeneity | Establish standardized
Barros and 10T platform : . ; . .
. . identification of 64 prioritized for platform and lack of standard IoT platform evaluation

Teixeira, (2023) | comparison

frameworks

Fanetal.,
(2023)

Protocol access
in IoT platforms

Multi-protocol access

method with public/private

configuration

Addresses device
heterogeneity, improves
platform availability

Complex deployment
and integration

Enhance flexibility and
compatibility of access
protocols

Garah, Mbarek
and Kirgizov,
(2022)

IoT data
confidentiality

Use of lightweight
cryptographic algorithms

Lightweight crypto
ensures confidentiality
with less resource usage

Traditional encryption
is resource-heavy

Develop more efficient
cryptographic methods
for constrained devices

VI. CONCLUSION AND FUTURE WORK

The IoT has emerged as a technological game changer
with the potential to bring intelligent decision-making,
automation, and seamless data flow in numerous fields.
Through this survey, the authors have analyzed the present
situation in terms of IoT systems based on architectures,
communication protocols, platforms, and middleware
frameworks to provide an integrated picture in terms of what
it can do and how they depend on each other. It was revealed
that IoT architectures tend to adopt layered models, such as
perception, network and application layers, to support ordered
communication among devices, yet protocols and platforms
are crucial when it comes to interoperability, scalability and
integration of  heterogeneous systems. Middleware
frameworks such as EdgeX Foundry, FIWARE, OpenloT,
AllJoyn, and loTivity are crucial for managing data flow in
large systems, coordinating distributed resources, and
adapting to diverse application requirements. Literature
synthesis pointed to the progress in multi-protocol access
mechanisms, standardised manner of platform evaluation and
lightweight cryptography but challenges still prevail such as
platform heterogeneity, absence of unified standard and the
necessity of resource-efficient security solutions. The
discussion highlights the importance of developing
standardized evaluations and frameworks, as well as adaptive
multi-protocol middleware, Al-based analytics, and energy-
efficient structures.

Future work on cross-domain interoperability, dynamic
resource allocation planning, and strategies, as well as
advanced privacy-preserving mechanisms, should be carried
out to provide resilient, scalable, sustainable IoT
implementation in complex, evolving environments.
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