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Abstract—There is an increasing requirement to identify attacks against Cyber-Physical Systems (CPSs) due to their increasing 

application in critical infrastructures. Despite perhaps depending on sophisticated machine learning (ML) and deep learning (DL) 

models, the majority of intrusion detection techniques do not take practical implementation into account. This study uses the 

Knowledge Discovery and Data Mining Cup 1999 (KDDCup99) dataset to develop a novel hybrid deep learning (DL) model for the 

reliable detection of intrusions in Smart Cyber-Physical Systems (CPSs). The Synthetic Minority Oversampling Technique (SMOTE) 

is used to address the problem of class imbalance after the dataset has been cleaned, noise-reduced, fitted with outliers eliminated, 

and normalized using the Z-score. The main innovation is that it blends the temporal sequence modeling of bidirectional long short-

term memory (BiLSTM) with the spatial feature-originating of convolutional neural networks (CNNs). The model's ability to capture 

both sequential and structural attack patterns is made possible by its synergy. With a score of 99.9% on every metric, including F1-

score (F1), recall (REC), accuracy (ACC), and precision (PRE), the model achieves exceptionally good results. When compared to 

more conventional machine learning models like Support Vector Machine (SVM), K-Means Clustering (K-Means) + Random Forest 

(RF), and a simple CNN, the superiority of the suggested hybrid model is demonstrated.  Because of its exceptional generalization 

and adaptability, it is most appropriate for real-time intrusion detection in the intricate and dynamic Cyber-Physical System (CPS) 

environment. The potential advantages of hybrid DL in improving the security and resilience of vital smart systems are discussed in 

this study. 

Keywords—Cyber-Physical Systems (CPS), Intrusion Detection Systems (IDS), Hybrid Deep Learning, Spatial Feature Extraction, 

Network Security, Real-Time Detection.  

I. INTRODUCTION 

The quantity of private information on Internet usage has 
increased in tandem with network-related service usage. 
Intruders are unauthorized users who seek to breach a system 
or take confidential data with malevolent intent. Even with a 
variety of network security techniques, cyberattacks continue 
to occur. Since network infiltration is a major threat, NIDSs 
are required to stop these kinds of attacks. To identify similar 
attacks in the future, the knowledge gathered by examining the 
packet data during assaults might be useful [1][2][3]. Network 
activity monitoring and security breach detection depend 
heavily on IDS. In terms of identifying new and advanced 
threats, most signature-based techniques employed by 
traditional IDS have drawbacks [4][5]. Computer networks 
are protected by IDS, which recognizes and addresses security 
threats. 

Cyber-Physical Systems (CPSs) are the foundation of 
many essential aspects of everyday existence. Attacks might 
result in harm to tangible items, assets, and those who rely on 
CPSs because the majority of them are safety-critical 
[6][7][8]. Over time, the scientific community has been more 
concerned about protecting CPSs against attacks and threats. 
CPSs must be robust, which means they must function through 
incidents and deal with their fallout. By accepting occurrences 
through online detection and reaction, resilience may be 
attained [9]. The main defences against outside threats for 
CPS devices are firewalls, antivirus software, and encryption. 
These defences, however, are unable to completely prevent 

attacks, particularly since attackers are always changing their 
tactics.  

The foundation of smart city configurations is cyber-
physical systems. A smart city is not universally defined. Its 
connotation varies depending on the location. Every nation 
has a different idea of what a smart city should look like. It 
differs from nation to nation, city to city, and location to 
location [10][11]. Every nation has a unique combination of 
needs and capacities, which influences its perspectives and 
readiness to change. This is seen in the shift from traditional 
city layouts to urban smart city settlements.  

A possible strategy to better safeguard systems and 
networks is to utilize machine learning (ML) models for 
identifying new attack types and for real-time anomaly 
detection (AD). An ML-based study on the contamination 
strategies used to target CPS deployments uses big data 
analysis to identify patterns that indicate illicit activities 
[12][13]. These complex anomaly detection systems are 
generated by supervised learning, unsupervised learning and 
reinforcement learning among the many techniques that are 
used [14]. As an illustration, supervised learning algorithms 
that can differentiate between typical and aberrant behavioral 
patterns can be quickly trained using tagged data. 

A hybrid deep learning (DL) algorithm [15][16][17] is 
used to formulate a new IDS developed in large data scenarios. 
This approach enables detection of the emerging and existing 
cyberthreats accurately and efficiently. The benefits of 
extracting the temporal patterns using BiLSTM networks and 
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the spatial data using CNNs. The proposed solution exploits 
scalable architecture, advanced pre-processing, and SMOTE 
imbalance processing to handle the big amount of 
information, velocity and diversity of big data. It works best 
in the real-time monitoring of threats in complex networked 
systems.  

A. Background of the Study 

A cyber-physical system (CPS) is used in most intelligent 
communication and networking applications to control and 
monitor physical systems. Because of their superior 
capabilities, flexibility, scalability, and security concerns 
above the basic embedded systems now in use, these 
applications call for advancements in CPS. Identifying various 
risks and assaults and stopping them from infecting the system 
are both essential components of information security in cyber 
networks. Both established and new CPSs can use IDS and 
IPS to protect their data. Hybrid strategies were created to 
improve detection methods that relied on pattern comparison 
in smart intrusion detection and prevention systems. A method 
for conducting penetration tests or assessing the robustness of 
the established security protocols is vulnerability analysis. 
Security professionals use threat modelling to identify system 
vulnerabilities that might pose a danger and create 
countermeasures. Together with other created security 
mechanisms, these two methods are fundamental and 
necessary components of security processes utilized in both 
legacy and contemporary security solutions that are taken into 
consideration in CPSs. 

B. Motivation and Contribution of the Study 

The blending of physical and cyber space in Smart Cyber-
Physical Systems (CPS) has transformed many sectors, 
including industrial control and healthcare, providing 
unprecedented automation and efficiency. Such systems are 
highly susceptible to advanced attacks due to the emergence 
of fresh and complex security vulnerabilities through their 
interconnectivity. Traditional IPS are often used to attack 
conventional IT networks. The urgency of the effective and 
advanced IDS capable of effectively safeguarding the 
integrity of information is what drove this work, availability, 
and confidentiality of smart CPS, and the alleviation of the 
potentially devastating effects of successful attacks on the 
critical infrastructure and the further safe and reliable 
operation of these critical services. The main contributions of 
this work are the following: 

• Recent and famous KDDCup99 dataset utilized at 
Kaggle. 

• Large-scale data preparation processes were conducted 
to ensure that the input of the model is of high quality, 
such as data cleaning, outlier fitting, noise reduction, 
and Z-score normalization. 

• Used the SMOTE for the effective balancing of the 
dataset with numerous classes. 

• A new hybrid DL architecture was created and 
implemented with CNN and BiLSTM to augment the 
process of detecting sequential patterns and features of 
network traffic data. 

• evaluated the suggested CNN+BiLSTM model's 
performance in-depth using a number of criteria, 
including REC, ACC, PRE, F1, and loss. 

C. Novelty and Justification of the Study 

In this paper, a novel IDS is proposed, which integrates 
CNN with BiLSTM networks with Smart CPS in particular. 

The main novelty is the synergistic combination of CNNs to 
extract spatial patterns of high-dimensional network traffic 
and BiLSTMs to model bidirectional time dependencies and 
allow the more comprehensive representation of dynamic CPS 
environments. The methods like data pre-processing and 
SMOTE are individually developed, but their combined 
optimization in terms of inclusion into this hybrid deep 
learning network of CPS security is not previously tested. The 
temporal and complex nature of CPS traffic often leads to poor 
performance and falseness of conventional intrusion detection 
systems. The proposed CNN-BiLSTM model addresses these 
concerns by enhancing the real-time statement of complicated 
attack vectors and slight anomalies. The strategy is 
particularly justified in the case of CPS, where an immediate 
and accurate threat detection is critical, which provide better 
ACC, PRE, and REC and consume less resources in resource-
limited conditions. 

D. Structure of the Paper 

The structure of the paper is as follows: The pertinent 
literature review on intrusion detection in smart cyber-
physical systems is given in Section II; the technique is 
described in Section III; the results and model comparisons 
are presented in Section IV; and the conclusions and research 
recommendations are outlined in Section V. 

II. LITERATURE REVIEW 

This section reviews the literature on intrusion detection in 
intelligent cyber-physical systems. Most research highlights 
the application of various methods to improve work 
scheduling effectiveness in cloud systems. Common themes 
emerging from the reviewed literature include:  

Hussein, Hammood and Al-Abbasi (2025) proposed a new 
IDS called Deep Cyber-IDS is discussed, which addresses 
these issues by using DL to spot complex network traffic 
patterns and requires less fine-tuning or creation of new 
features. The system combines CNN, GRU, and LSTM layers 
to draw useful information from the raw traffic data in terms 
of space and time. The Deep Cyber-IDS system is unique 
among IDS designs as it can learn from its own input data, 
which enables it to adjust to the different circumstances on the 
network without any outside interference. It was implemented 
on three popular datasets that are commonly used to identify 
its effectiveness. NSL-KDD, UNSW-NB15 and Smart Grid. 
The model scored a perfect F1 on UNSW-NB15 and Smart 
grid, as well as a PRE and REC of 100 and an ACC of 99,84% 
on NSL-KDD [18]. 

Dayarathne et al. (2025) emphasized employing the DL 
architectures, i.e. CNN and LSTM networks, to rapidly detect 
grid data abnormalities. The models that have been designed 
based on the simulated cyberattacks and PSCAD simulated 
data have significantly enhanced threat identification and 
mitigation. This research paper identifies the difficulties that 
come with detecting cyber threats in grids with high 
proportions of renewable energy such as the frequency 
instability or lower inertia and suggests more sophisticated 
forecasting and energy storage methods to address the 
problem. The pre-processing technique that is unique and 
incorporated in the suggested models to identify cyber risks 
using feature derivatives enables them to identify cyber risks 
with 98% ACC or more, which is a powerful framework to 
mitigate smart power grids against the emerging threats [19]. 



Dr. N. Jain, Journal of Global Research in Multidisciplinary Studies (JGRMS, 1 (11), November 2025, 21-29) 

© JGRMS 2025, All Rights Reserved   23 

Rajathi et al. (2024) proposed an AIDS based on 
reinforced learning (RL)-based Autoencoders (AE) that 
enables the possibility of recognizing and managing cyber-
attacks in CPS scenarios. This proposed model combines the 
process of autoencoders in the unsupervised learning sphere 
and the process of reinforcement learning to continuously 
refresh the model and increase its ACC. Findings on 
benchmark CPS data show that RL-AE-based IDS is able to 
reduce the rate of false positives to 2.4% with a detection rate 
of 98.3%, a PRE rate of 96.8% and a REC rate of 97.5%. The 
system also proved to be very fast to adapt with less than 50 
iterations to address new attack patterns. These findings point 
to the model's capacity to boost system resilience and enable 
the safe and efficient operation of critical infrastructure 
scenarios [20]. 

J, M and S (2024) proposed an intrusion-type typology to 
identify cyberattacks on the modern smart power systems, 
which combine multi-area power systems. It employs Hybrid 
Res2-UNeXt and a federated learning-based optimization 
algorithm to learn complicated electrical grid characteristics. 
DL, coupled with federated learning is an effective way to 
identify and frame intrusions thus boosting the securities of 
smart grids. The proposed method achieved 96.6% ACC when 
analysing the original set of features and delivered a maximum 
ACC of 99% with the selected dataset from the publicly 
available dataset at Mississippi State University. Therefore, 
the suggested intrusion categorization method might 
successfully defend smart power grid systems from online 
threats [21]. 

Latha and Bommi (2023) suggested that a huge amount of 
secret information, exchange information, exercises and 
subsequent meetings are transferred to the organization in 
current days through basic advances. Thus, it is become 
adaptable for end clients to transfer the information securely 
over the cloud beyond intrusion attacks. Each time the client 
logs in to the specific organization, empower the authorized 
person to access nodes, to acknowledge every access to the 
contributions for a specific timeframe. In order to identify 
network intrusions that affect IoT devices, the suggested 
approach seeks to offer a reliable model. The IDS2017 dataset 
is used by the system to create a Cat Boost regression model. 
The approach being presented considers several factors as 
critical factors for identifying whether intrusion attacks are 
occurring on the network. The system's ACC was 92.5%, and 
it was contrasted with other cutting-edge techniques [22]. 

Ahmed, Jeon and Ahmad (2023) controller area network 
(CAN), a basic method for managing communication between 
several in-vehicle network sensors, is advised for use in 
contemporary automobiles. There are insufficient security 
mechanisms in place to enable data encryption, authorisation, 
and authentication processes in order to defend the network 
against hostile invasions include denial of service and fuzzy 
attacks. In this study, a DL-based IDS for safeguarding the 
CAN bus in automobiles is proposed. Malicious assaults are 
identified by using and training the VGG architecture to detect 
different network intrusion patterns. The CAN intrusion 
dataset is used to conduct the tests. When compared to 
traditional ML methods, the experimental results show that 
the false positive rate (FPR) is considerably decreased by the 
suggested DL method. The system's FPR is 0.6% and its total 
ACC is 96% [23]. 

Abdullahi et al. (2022) CPS vulnerable to serious 
cyberattacks. This calls for novel DL techniques that are able 
to identify, look into, query, and react to variations in these 
types of assaults. This paper suggested an LSTM-based DL 
model to detect cybersecurity vulnerabilities in the CPS. 
Additionally, real data sets from the ICS of gas pipelines, 
which comprise 19 attributes and seven different attack types, 
were used to evaluate the model.  Following validation, the 
experiment's findings show that the suggested model's ACC 
was 98.22%. The study also includes a proposal that might be 
implemented in the future [24]. 

Vedant et al. (2022) since there are more smart device 
accesses and information exchanges than in any preceding 
single-structured system, CPPS is more vulnerable to attacks. 
The cyber subsystem may be exploited by hackers and 
malware to target the CPPS, which could be detrimental to the 
actual energy transmission system. The essay concentrates on 
recognising and detecting cyberattacks on the CPPS while 
keeping this in mind. The author of the research proposes that, 
with the use of a DT, an IDS might be implemented to 
recognize the different types of cyberattacks employed against 
the CPPS. The computation of evaluation metrics such as 
ACC, PRE, REC, and F1, utilising a variety of attack types 
demonstrates the value of the suggested IDS [25]. 

The analysis of bac papers in terms of their background 
study regarding Methodology, Dataset/Environment, Problem 
Addressed, Performance and Future Work/Limitation is 
presented in Table I. 

TABLE I.  REVIEW OF LITERATURE ON INTRUSION DETECTION IN SMART CYBER-PHYSICAL SYSTEMS 

Author(s) Methodology Environment Performance Future Work / Limitation 

Hussein, 

Hammood and 

Al-Abbasi 

(2025) 

DeepCyber-IDS using CNN, GRU, 

and LSTM for spatio-temporal 

analysis of raw traffic data 

NSL-KDD, UNSW-

NB15, SmartGrid 

100% precision and recall 

on UNSW-NB15 & 

SmartGrid; 99.84% 

accuracy on NSL-KDD 

Less emphasis on feature engineering; 

further generalization to more network 

environments recommended 

Dayarathne et 

al. (2025) 

CNN and LSTM with novel feature 

derivative-based preprocessing 

PSCAD-simulated 

smart grid with 
synthetic attacks 

>98% accuracy in anomaly 

detection 

Requires validation on real-time or 

real-world smart grid data with high 
renewable energy integration 

Rajathi et al. 

(2024) 

Reinforcement learning-based 

autoencoders (RL-AE) for adaptive 
intrusion detection 

Benchmark CPS 

datasets 

98.3% accuracy, 96.8% 

precision, 97.5% recall; 
<50 iterations convergence 

Needs scalability assessment and 

multi-agent deployment capability 

J, M and S 

(2024) 

Hybrid Res2-UNeXt with federated 

learning for smart grid intrusion 

classification 

Multi-area smart 

grid (Mississippi 

State Univ. dataset) 

96.6% accuracy (original), 

99% (selected features) 

More interpretability and real-time 

federated updates needed 

Latha and 

Bommi (2023) 

CatBoost Regression-based IDS 

using key attributes for intrusion 

detection 

IDS2017 dataset; 

IoT environment 

92.5% accuracy Limited to regression-based models; 

potential enhancement via hybrid or 

ensemble models 
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Ahmed, Jeon 
and Ahmad 

(2023) 

VGG-based deep learning model for 
CAN bus security in smart vehicles 

CAN-Intrusion 
Dataset (Vehicle 

networks) 

96% accuracy, 0.6% FPR Focused on CAN; future work includes 
extending to other vehicle network 

types 

Abdullahi et al. 

(2022) 

LSTM-based deep learning IDS for 

ICS environment 

ICS datasets (Gas 

pipeline) 

98.22% accuracy Limited feature space; suggests 

exploring hybrid DL architectures and 
more diverse datasets 

Vedant et al. 

(2022) 

Decision Tree-based IDS for cyber-

physical production systems (CPPS) 

CPPS with frequent 

device interactions 

Metrics computed: 

accuracy, precision, recall, 
F1-score 

Decision tree limitations with high-

dimensional data; recommends DL or 
ensemble approaches 

III. METHODOLOGY 

The given section outlines an intrusion detection process, 
beginning with Kaggle-downloaded KDDCup99 data. The 
most crucial step of data pre-processing, which includes data 
cleaning, outlier fitting, noise reduction, and Z-score 
normalization to guarantee data quality, is next applied to this 
raw data. The data is then balanced using the SMOTE, 
particularly the multiclass classifications.  After balancing, 
this data is divided into training, assessment, and testing sets.   
The CNN+BiLSTM model categorization is the primary 
concept of the given system. The measures of loss, F1, REC, 
ACC, and PRE are then used to critically assess the model's 
performance. The process's output is the final result. Figure 1 
illustrates the proposed methodology flowchart of intrusion 
detection. 

 

Fig. 1. Flowchart of Intrusion Detection in Smart Cyber-Physical Systems 

Each step of the flowchart is explained in the section 
below: 

A. Data Collection 

The KDDCup99 dataset from Kaggle was utilized in this 
investigation. This dataset was used in the Third International 
Knowledge Discovery and Data Mining Tools Competition, 
which was sponsored by KDD-99, the Fifth International 
Conference on Knowledge Discovery and Data Mining. 
Developing a prediction model that could distinguish between 
"bad" connections, often referred to as incursions or assaults, 
and "good" regular connections was the competition's 
objective. A variety of simulated intrusions in a military 
network environment are occasionally used in this database's 
audited data collection. Below in this section are several 
Exploratory Data Analysis (EDA) graphs: 

 

Fig. 2. Correlation of all features 

Figure 2 presents a heatmap of the correlation matrix for 
features from a network intrusion detection dataset. The 
colour scale ranges from -1 (dark) to 1 (light), indicating the 
degree and orientation of linear correlations between 
characteristics. Lighter shades represent strong positive 
correlations, darker shades indicate negative correlations, and 
mid-tones suggest weak or no correlation. Although the 
correlation values are included, they are difficult to read due 
to the dense layout. This visualization supports feature 
selection and dimensionality reduction by aiding in the 
detection of traits that are redundant or closely related. 

 

Fig. 3. Categorical Feature protocol_type vs. occurrences 

The distribution of the dataset's network protocols 
according to their frequency of occurrence is shown in Figure 
3. TCP records the largest number of incidents by far of the 
three types of protocols of UDP, ICMP, and TCP almost 
100,000. UDP and ICMP are much lower, and relatively 
similar, at approximately less than 20,000. It means that the 
most common traffic in the dataset is TCP which is common 
in most network environments in reality as it is reliable and 
used extensively in internet traffic. 

Collected the KDDCup99 
dataset from Kaggle 

Data Preprocessing 

Data cleaning 
Outlier fitting 

Noise Reduction  

Z-score Normalization 

Data Splitting 

Training (70%) 

Evaluation (20%) 

Testing (10%) 

Classification of proposed 

CNN+BiLSTM Model 

Performance Evaluation 

SMOTE for Balancing  

Results 
Accuracy, Precision, 

Recall, F1-score and Loss 

Accuracy, Precision, 
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Fig. 4. Categorical feature service vs. occurrences 

Figure 4 illustrates distribution of different network 
services in the data set. The most repeated service is the one 
called http (almost 40,000 times), and the next group in order 
of descending frequency is the service called private and the 
service called domain u (about 20,000 times each). There is a 
noticeable long-tail distribution with few services of high 
frequencies and many of the services are infrequent. Such 
skewed distribution has the implication that network traffic is 
highly concentrated around few common services, a 
characteristic feature of network usage patterns, and is useful 
in detecting anomalies or attacks on less common services. 

 

Fig. 5. Attack type vs. normal 

Figure 5 shows the network traffic distribution in five 
categories, including the normal, DoS, Probe, U2R, and R2L. 
The dataset is dominated by normal traffic (blue) with a large 
proportion of DoS attacks (red) thereafter. Probe attacks 
(yellow) are less frequent, while U2R (green) and R2L (Gray) 
appear rarely. The graph highlights a notable class disparity, 
with Normal and DoS traffic making up the majority. 

B. Data Preprocessing 

Here, the variables that remained after lowering 
correlations were pre-processed using a methodical approach, 
in which each variable was analysed separately and the most 
effective method was employed. The steps for data pre-
processing are discussed below likely outlier fitting, noise 
reduction and z-score normalization:  

• Data Cleaning: The practice of fixing or removing 
inaccurate data from a data file is known as data 
cleaning, which includes processing erroneous or 
missing values and detecting the data's rationality—
that is, replacing, changing, and removing the dirty 
data. 

• Outlier Fitting: In order to identify outliers in a 
variable, plotting over time to emphasize values that 

diverge from the signal's overall trend or displaying 
values further from the mean requires a histogram [26]. 
Programmatically, numbers that fall inside a certain 
range are removed in order to eliminate outliers. 

• Noise Reduction: A linear filter is a useful tool for 
reducing or eliminating noise.  This study used three 
filters: a one-dimensional digital filter, a median filter, 
and a Gaussian-weighted moving average filter [27]. 
The variable must be visualized before choosing a 
filter, and the kind of filter chosen must be determined 
by the intended outcome. 

• Z-score Normalization: A crucial feature scaling 
technique is standardization, also referred to as z-score 
normalization.  The result is divided by the standard 
deviation after deducting the average value of each 
attribute [28]. This method works particularly well 
when the input data has a significant variation in 
feature values. Equation (1) provides the Z-score 
normalization's mathematical form: 

 𝑥𝑛𝑒𝑤 =
𝑥−𝜇

𝜎
  (1) 

In the above Equation (1), 𝑥 stands for the original feature 
value, 𝑥𝑛𝑒𝑤  for the standardised value,  𝜇  for the original 
feature mean, and 𝜎 for the original feature standard 
deviation. 

C.  Synthetic Minority Over-Sampling Technique (SMOTE) 

for Balancing  

SMOTE uses an oversampling approach to enhance the 
minority classes by generating fresh samples using an 
interpolation procedure. Before being used to create new 
minority class samples, the detected minority samples are 
pooled together. Instead of reproducing minority samples, 
SMOTE creates synthetic samples [29]. The issue of 
imbalanced datasets and potential overfitting was resolved by 
using SMOTE.  The method enhanced the model's 
generalization by ensuring that the dataset contained a 
balanced representation of both normal and incursion 
examples. 

 

Fig. 6. Data distribution after applying SMOTE for  

The class distribution of the dataset utilized for intrusion 
detection is depicted in Figure 6, which displays a balanced 
representation across all six classes, designated 0 through 5. 
Each bar corresponds to a specific class and displays a nearly 
identical count, approximately exceeding 600000 instances 
per class. This uniform distribution indicates that building 
trustworthy ML and DL models requires a well-balanced 
dataset. Balanced class representation helps prevent model 
bias toward any particular class and contributes to more 
accurate and generalizable intrusion detection performance. 
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D. Data Splitting 

To prepare it for IDS, the KDDCup-99 dataset needs to be 
divided into distinct files. Consequently, throughout the data-
splitting process, the test, evaluation, and training sets are 
70%, 20%, and 10% isolated from the entire data set, 
respectively. 

E. Proposed Hybrid CNN-BiLSTM Model 

Traditional IDS, which typically employ rule-based 
systems or shallow ML models, may find it difficult to handle 
the dynamic nature of assaults and the resource limitations of 
IoT devices with restricted capabilities. To overcome these 
obstacles, present a unique hybrid model that combines the 
advantages of BiLSTM layers with IoT networks can 
effectively identify intrusions using lightweight CNNs. A 
lightweight CNN architecture is used in the initial phase of the 
model, which is specifically made for effective processing on 
edge devices [30][31]. In comparison to conventional CNNs, 
this CNN employs fewer layers and parameters, which 
reduces memory usage and computational complexity without 
compromising usable ACC. To find patterns and connections 
among multiple data points, the network traffic data's 
geographical information is utilized by the convolutional 
layers. 

 

Fig. 7. The architecture of Lightweight CNN-BiLSTM Model 

The characteristics are then recovered and sent to in 
sequential data, a BiLSTM layer is very good at identifying 
temporal correlations. The suggested CNN-BiLSTM model 
architecture is shown in Figure 7. Given that cyberattacks 
frequently display distinct patterns over time, this is very 
helpful for network traffic analysis. Through feature sequence 
analysis, the BiLSTM detects anomalies that diverge from 
typical network activity and reveals the underlying dynamics 
[32][33]. Utilizing the advantages of both methods, the CNN 
and BiLSTM layer findings are integrated. A sigmoid 
classifier, which evaluates whether network traffic is 
malicious or normal, is one of the last decision-making layers 
that receives the combined information. The two LSTM 
components that make up the BiLSTM model. The input 
sequence is processed by two LSTM units, one of which 
moves forward and the other backward. The forward LSTM 
in Figure 8 evaluates the input sequence from start to finish, 
while the reverse LSTM does the opposite. The final hidden 
state sequence is produced at each time step by concatenating 
or combining the hidden states of the two LSTMs. The 
following layer then receives this concatenated sequence. 

Equations (2) to (4) offer a mathematical depiction of this 
process: 

 ℎ𝑡
(𝑓)

= 𝐿𝑆𝑇𝑀(𝑓)(𝑥𝑡 , ℎ𝑡−1
(𝑓)

, 𝑐𝑡−1
(𝑓)

) (2) 

 ℎ𝑡
(𝑏)

= 𝐿𝑆𝑇𝑀(𝑏)(𝑥𝑡 , ℎ𝑡+1
(𝑏)

, 𝑐𝑡+1
(𝑏)

) (3) 

 ℎ𝑡 = [ℎ𝑡
(𝑓)

; ℎ𝑡
(𝑏)

] (4) 

where ℎ𝑡
(𝑓)

 and ℎ𝑡
(𝑏)

, respectively, represent the hidden 

forward and backward states at time step 𝑡.  The forward and 
backward states of the cell at time step t are represented by 

c𝑐𝑡−1
(𝑓)

 and 𝑐𝑡−1
(𝑏)

, respectively.  𝑥𝑡.  represents an input vector at 

time step t.  The forward and backward hidden states were 
concatenated to generate a single vector, represented by ℎ𝑡. 

 

Fig. 8. BiLSTM architecture 

F. Performance matrix 

The performance of the IDS in smart cyber-physical 
systems could be improved by choosing the most relevant 
features and removing irrelevant ones or those that could 
present the same information [34]. Metrics are employed to 
evaluate IDS efficacy, the success (or failures) of IDS, when 
detecting or preventing the occurrence of a network or system 
intrusion and security breaches. Some typical IDS evaluation 
metrics are given below: 

• True Positives (TP): This is the precise number of 
assaults or intrusions that the smart cyber-physical 
systems' IDS has been able to detect. 

• False Positives (FP): It is the quantity of routine 
operations that the IDS in smart cyber-physical 
systems incorrectly interprets as intrusions or assaults. 
Another name for it is a false alarm. 

• True Negatives (TN): This is the quantity of regular 
or harmless network activity that the intelligent cyber-
physical systems' IDS accurately identified. 

• False Negatives (FN): The IDS in smart cyber-
physical systems failed to identify or categories this 
number of incursions or assaults as typical. "Missed 
detection" is another term for this. 

These values are computed for each class individually 
during the testing phase, and they form the basis for 
calculating the evaluation metrics. These figures are utilized 
to generate the general formulas for F1, REC, ACC, and PRE. 

1) Accuracy:  
This is the proportion of instances that were successfully 

detected (TP + TN) to all occurrences. It presents in-depth 
evaluation of the accuracy of the IDS. The correctness of the 
overall model is calculated by means of Equation (5): 

 Accuracy =
TP+TN

(TP+TN+FP+FN)
 (5) 
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2) Precision 
The Precision can be determined as the percentage of TP 

to all the instances that the IDS is considered positive. It 
measures the prevention of false positives of the IDS. In 
Equation (6), the accuracy is taken into consideration: 

 Precision =
TP

(TP+FP)
 (6) 

3) Recall 
This is the proportion of TP to the total positive cases. It 

evaluates the ability of the IDS to identify all positive 
incidences. Equation (7) shows the mathematical 
representation of the recall: 

 Recall =
TP

(TP+FN)
 (7) 

4) F1-Score 
This represents the accuracy and recall harmonic mean.  

The quantity of FP and FN is balanced [35]. Equation (8) is 
used to calculate the F1-score: 

 F1 − Score = 2 ×
Precision×Recall

Precision+Recall
 (8) 

5) Loss Function 
A loss function helps the model become more accurate by 

quantifying the discrepancy between expected and actual 
results. By reducing FP and FN, it is essential for improving 
detection performance and guaranteeing accurate, real-time 
threat identification. 

IV. RESULTS AND DISCUSSION 

The tests were conducted on a Dell Desktop-CFDNAIN 
running 64-bit Windows 11 with a 2.00 GHz CPU and 64 GB 
of RAM. Using the Kera’s and TensorFlow libraries, Python 
3.7 was used to create the suggested hybrid DL models. To 
identify intrusions in smart CPS, Table II displays the 
evaluation metrics of the proposed hybrid CNN-BiLSTM 
model. With an F1, ACC, PRE, and REC of 99.9%, the model 
excels on all key criteria. Considering all of these high values, 
the model has very few FP and FN and is quite effective at 
correctly detecting both benign and malicious behaviour. 
These results demonstrate the model's strength, soundness, 
and great generalizability in detecting intrusion in complex 
cyber-physical contexts. 

TABLE II.  EVALUATION OF HYBRID MODEL ON INTRUSION DETECTION 

IN SMART CYBER-PHYSICAL SYSTEMS 

Metrics CNN+BiLSTM 

Accuracy 99.9 

Precision 99.9 

Recall 99.9 

F1-Score 99.9 

 

Fig. 9. Accuracy vs. Validation Accuracy of the Model 

The ACC of the model over 26 epochs is displayed in 
Figure 9. Starting at 0.965, Training ACC (blue) rapidly 
increases to meet Validation ACC (orange), which starts close 
to 0.995. By epoch 5, both metrics stabilize close to 1.000, 
indicating convergence and outstanding results on training 
and validation data. 

 

Fig. 10. Loss vs. Validation Loss of the Model 

Figure 10 shows the model's loss over 25 epochs. Training 
Loss (blue) starts around 0.16 and drops sharply, while 
Validation Loss (orange) begins near 0.03 and also decreases 
rapidly. By epoch 15, both losses stabilize near zero, 
indicating effective learning and good generalization. 

 

Fig. 11. Confusion Matrix of hybrid CNN-BiLSTM Classification 

performance on the KDD-Cup99 Dataset  

A confusion matrix evaluating Figure 11 illustrates how 
well the model can classify data into six groups. Most 
predictions lie along the diagonal, indicating high ACC, 
especially for class 2 (162,530), class 0 (49,250), and class 3 
(1,758). Misclassifications are minimal, with sparse off-
diagonal values, reflecting strong model performance and 
effective class separation. 

A. Comparative Analysis 

The suggested CNN+BiLSTM model is compared against 
other ML and DL techniques in this section, CNN by itself, 
SVM, and K-Means in conjunction with RF. Several ML and 
DL models for intrusion detection in intelligent cyber-
physical systems are compared in Table III. With an ACC of 
99.9%, the CNN+BiLSTM hybrid technique outperforms the 
other models on the list, demonstrating its greater capacity to 
capture both spatial and temporal aspects of incursion 
patterns. The classical ML systems like the SVM have a high 
ACC of 97.15%, indicating their strength in the classification 
process. DL-based CNN achieves an ACC of 88% which 
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implies that it has moderate high flaws in extracting features 
of raw data. In the meantime, the ensemble model that consists 
of K-Means clustering and RF provides 85% ACC, which 
shows minimal efficiency in dealing with intrusion patterns. 
On the whole, the CNN+BiLSTM model performs better than 
others, proving the potential of hybrid DL models with regard 
to the improved intrusion detection in smart CPS conditions. 

TABLE III.  COMPARATIVE ANALYSIS OF ML AND DL MODELS ON 

INTRUSION DETECTION IN SMART CYBER-PHYSICAL SYSTEMS  

Models Accuracy 

SVM [36] 97.15 

CNN [37] 88 

K-Means+RF [38] 85 

CNN+BiLSTM 99.9 

The CNN+BiLSTM model, which has been proposed for 
intelligent CPS intrusion detection, has a number of clear 
advantages.  The model can recognize both dynamic and static 
patterns in the network traffic dataset thanks to the 
combination of CNN's capacity to extract spatial features and 
BiLSTM's capacity to learn temporal sequences. The 
architecture is based on two layers that allow the system to 
infer complex representations and dependencies that might be 
disregarded by single-models systems orientations. The 
hybrid CNN+BiLSTM model outperforms the conventional 
ML model, according to the comparative study. In addition to 
having high detection ACC, it also balances categorization 
with minimal false alarms, as demonstrated by its much-
improved performance on every assessment criterion, 
including F1, REC, ACC, and PRE. These findings illustrate 
the strength, flexibility, and the ability of generalization of the 
model and as such, it is very effective in real time intrusion 
detection in complex and dynamic smart cyber-physical 
environment. 

V. CONCLUSION AND FUTURE SCOPE 

At the heart of Smart Cities implementation is 
coordination between the CPS, where different systems come 
together to accomplish shared objectives like sharing of 
resources, availability of data, and optimization of 
infrastructure components. In order to identify intrusions in 
Smart Cyber-Physical Systems, this research developed a new 
hybrid DL architecture that addresses the complexity and 
interconnection of these systems. The careful pre-processing 
of the KDDCup99 dataset and synergistic CNN-BiLSTM 
model architecture also allowed the research to develop a solid 
framework to distinguish malicious network traffic and 
benign traffic. In the designed model, the model's remarkable 
capacity to identify various intrusion types indicates that it has 
a great chance of being used in practical settings to secure 
critical CPS infrastructure. To build on this study in the future, 
it would be desirable to apply the study to more varied and up 
to date CPS data sets, perhaps having greater fidelity and 
being of a streaming nature. Additionally, exploring 
lightweight model architectures or distributed learning 
paradigms could be beneficial for deployment on resource-
constrained CPS devices, in addition to researching 
explainable AI methods to increase the openness of the way 
the model makes decisions in crucial security situations. 
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